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iv) Perform the detailed procedural design for any two processes.               (2 marks) 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
v) Create at least four test cases for each of the procedures designed in part (iv) 

 

Sr. 

No.  

Screen  Test Case 

ID  

Do  Expected Result  

1.  Login Screen  QT1-001  Enter user id in the text box 

specified.  

User id must not be more than 

100 characters and it should not 

contain any special characters 

and no spaces including in the 

start.  

Enter password in the text box 

specified. Password must 

between 6 & 16 characters.  

Successful login in to 

the system if the 

values are found in 

the database.  

2  Purchase  QT1-002  Purchase a Car 

Registration to New Car 

  

Successful 

Registration if the 

data is saving in the 

Database.  

3  Repair QT1-003  Repair A Car 

Registration a repair car 

Status 

4  Bill  QT1-004  Bill for Purchase/repair Successful Enter Job 

if the data is  

5 Stock QT!-005 Inventory Stock Enter Stock a Detial 
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vi) Suggest some security mechanism for the usage of the system with various privileges.                                                                                     

 
Solution: 
Computer security is a branch of computer technology known as information security as 

applied to computers and computer networks. The objective of computer security includes 

protection of information and property from theft, corruption, or natural disaster, while 

allowing the information and property to remain accessible and productive to its intended 

users. The term computer system security means the collective processes and mechanisms by 

which sensitive and valuable information and services are protected from publication, 

tampering or collapse by unauthorized activities or untrustworthy individuals and unplanned 

events respectively. The strategies and methodologies of computer security often differ from 

most other computer technologies because of its somewhat elusive objective of preventing 

unwanted computer behavior instead of enabling wanted computer behavior. 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

The technologies of computer security are based on logic. As security is not necessarily the 

primary goal of most computer applications, designing a program with security in mind often 

imposes restrictions on that program's behavior. 

There are 4 approaches to security in computing, sometimes a combination of approaches is 

valid: 

1. Trust all the software to abide by a security policy but the software is not trustworthy 

(this is computer insecurity). 

2. Trust all the software to abide by a security policy and the software is validated as 

trustworthy (by tedious branch and path analysis for example). 

3. Trust no software but enforce a security policy with mechanisms that are not 

trustworthy (again this is computer insecurity). 

4. Trust no software but enforce a security policy with trustworthy hardware 

mechanisms. 

http://en.wikipedia.org/wiki/Information_security
http://en.wikipedia.org/wiki/Computer
http://en.wikipedia.org/wiki/Computer_network
http://en.wikipedia.org/wiki/Logic
http://en.wikipedia.org/wiki/Security
http://en.wikipedia.org/wiki/Computing
http://en.wikipedia.org/wiki/Computer_insecurity
http://en.wikipedia.org/wiki/Protection_mechanism
http://en.wikipedia.org/wiki/Computer_insecurity


15 

 

 

Many systems have unintentionally resulted in the first possibility. Since approach two is 

expensive and non-deterministic, its use is very limited. Approaches one and three lead to 

failure. Because approach number four is often based on hardware mechanisms and avoids 

abstractions and a multiplicity of degrees of freedom, it is more practical. Combinations of 

approaches two and four are often used in a layered architecture with thin layers of two and 

thick layers of four. 

There are various strategies and techniques used to design security systems. However, there 

are few, if any, effective strategies to enhance security after design. One technique enforces 

the principle of least privilege to great extent, where an entity has only the privileges that are 

needed for its function. That way even if an attacker gains access to one part of the system, 

fine-grained security ensures that it is just as difficult for them to access the rest. 

Furthermore, by breaking the system up into smaller components, the complexity of 

individual components is reduced, opening up the possibility of using techniques such as 

automated theorem proving to prove the correctness of crucial software subsystems. This 

enables a closed form solution to security that works well when only a single well-

characterized property can be isolated as critical, and that property is also assessable to math. 

Not surprisingly, it is impractical for generalized correctness, which probably cannot even be 

defined, much less proven. Where formal correctness proofs are not possible, rigorous use of 

code review and unit testing represent a best-effort approach to make modules secure. 

The design should use "defense in depth", where more than one subsystem needs to be 

violated to compromise the integrity of the system and the information it holds. Defense in 

depth works when the breaching of one security measure does not provide a platform to 

facilitate subverting another. Also, the cascading principle acknowledges that several low 

hurdles does not make a high hurdle. So cascading several weak mechanisms does not 

provide the safety of a single stronger mechanism. 

Subsystems should default to secure settings, and wherever possible should be designed to 

"fail secure" rather than "fail insecure" (see fail-safe for the equivalent in safety engineering). 

Ideally, a secure system should require a deliberate, conscious, knowledgeable and free 

decision on the part of legitimate authorities in order to make it insecure. 

In addition, security should not be an all or nothing issue. The designers and operators of 

systems should assume that security breaches are inevitable. Full audit trails should be kept 

of system activity, so that when a security breach occurs, the mechanism and extent of the 

breach can be determined. Storing audit trails remotely, where they can only be appended to, 

can keep intruders from covering their tracks. Finally, full disclosure helps to ensure that 

when bugs are found the "window of vulnerability" is kept as short as possible. 

Security architecture 

Security Architecture can be defined as the design artifacts that describe how the security 

controls (security countermeasures) are positioned, and how they relate to the overall 

http://en.wikipedia.org/wiki/Principle_of_least_privilege
http://en.wikipedia.org/wiki/Attacker
http://en.wikipedia.org/wiki/Automated_theorem_proving
http://en.wikipedia.org/wiki/Closed_form_solution
http://en.wikipedia.org/wiki/Code_review
http://en.wikipedia.org/wiki/Unit_testing
http://en.wikipedia.org/wiki/Defense_in_depth_%28computing%29
http://en.wikipedia.org/wiki/Fail-safe
http://en.wikipedia.org/wiki/Safety_engineering
http://en.wikipedia.org/wiki/Audit_trail
http://en.wikipedia.org/wiki/Full_disclosure
http://en.wikipedia.org/wiki/Vulnerability_%28computing%29


16 

 

 

information technology architecture. These controls serve the purpose to maintain the 

system's quality attributes, among them confidentiality, integrity, availability, accountability 

and assurance. 

 

Secure operating systems 

Main article: Security-focused operating system 

One use of the term computer security refers to technology to implement a secure operating 

system. Much of this technology is based on science developed in the 1980s and used to 

produce what may be some of the most impenetrable operating systems ever. Though still 

valid, the technology is in limited use today, primarily because it imposes some changes to 

system management and also because it is not widely understood. Such ultra-strong secure 

operating systems are based on operating system kernel technology that can guarantee that 

certain security policies are absolutely enforced in an operating environment. An example of 

such a Computer security policy is the Bell-LaPadula model. The strategy is based on a 

coupling of special microprocessor hardware features, often involving the memory 

management unit, to a special correctly implemented operating system kernel. This forms the 

foundation for a secure operating system which, if certain critical parts are designed and 

implemented correctly, can ensure the absolute impossibility of penetration by hostile 

elements. This capability is enabled because the configuration not only imposes a security 

policy, but in theory completely protects itself from corruption. Ordinary operating systems, 

on the other hand, lack the features that assure this maximal level of security. The design 

methodology to produce such secure systems is precise, deterministic and logical. 

Systems designed with such methodology represent the state of the art
[clarification needed]

 of 

computer security although products using such security are not widely known. In sharp 

contrast to most kinds of software, they meet specifications with verifiable certainty 

comparable to specifications for size, weight and power. Secure operating systems designed 

this way are used primarily to protect national security information, military secrets, and the 

data of international financial institutions. These are very powerful security tools and very 

few secure operating systems have been certified at the highest level (Orange Book A-1) to 

operate over the range of "Top Secret" to "unclassified" (including Honeywell SCOMP, 

USAF SACDIN, NSA Blacker and Boeing MLS LAN.) The assurance of security depends 

not only on the soundness of the design strategy, but also on the assurance of correctness of 

the implementation, and therefore there are degrees of security strength defined for 

COMPUSEC. The Common Criteria quantifies security strength of products in terms of two 

components, security functionality and assurance level (such as EAL levels), and these are 

specified in a Protection Profile for requirements and a Security Target for product 

descriptions. None of these ultra-high assurance secure general purpose operating systems 

have been produced for decades or certified under Common Criteria. 

http://en.wikipedia.org/wiki/Confidentiality
http://en.wikipedia.org/wiki/Integrity
http://en.wikipedia.org/wiki/Availability
http://en.wikipedia.org/wiki/Accountability
http://en.wikipedia.org/wiki/Security-focused_operating_system
http://en.wikipedia.org/wiki/Operating_system
http://en.wikipedia.org/wiki/Operating_system
http://en.wikipedia.org/wiki/Operating_system_kernel
http://en.wikipedia.org/wiki/Computer_security_policy
http://en.wikipedia.org/wiki/Bell-LaPadula_model
http://en.wikipedia.org/wiki/Microprocessor
http://en.wikipedia.org/wiki/Memory_management_unit
http://en.wikipedia.org/wiki/Memory_management_unit
http://en.wikipedia.org/wiki/Wikipedia:Please_clarify
http://en.wikipedia.org/wiki/Trusted_Computer_System_Evaluation_Criteria
http://en.wikipedia.org/wiki/Common_Criteria
http://en.wikipedia.org/wiki/Protection_Profile
http://en.wikipedia.org/wiki/Security_Target
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In USA parlance, the term High Assurance usually suggests the system has the right security 

functions that are implemented robustly enough to protect DoD and DoE classified 

information. Medium assurance suggests it can protect less valuable information, such as 

income tax information. Secure operating systems designed to meet medium robustness 

levels of security functionality and assurance have seen wider use within both government 

and commercial markets. Medium robust systems may provide the same security functions as 

high assurance secure operating systems but do so at a lower assurance level (such as 

Common Criteria levels EAL4 or EAL5). Lower levels mean we can be less certain that the 

security functions are implemented flawlessly, and therefore less dependable. These systems 

are found in use on web servers, guards, database servers, and management hosts and are 

used not only to protect the data stored on these systems but also to provide a high level of 

protection for network connections and routing services. 

 

vii) Draw the PERT diagram for the given set of tasks and dependencies. 

Complete the table showing the critical path and the slack time.            (2 marks)  
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